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[Ipuka3 @enepanbHOM CiTy>KObI 10 TEXHUYECKOMY M 3KCIIOPTHOMY KOHTpOouIto oT 18 despans 2013 r. N 21
"O6 ytBepxkaeHun CoctaBa u coJep>KaHUS OPTaHU3AIMOHHBIX U TEXHUYECKUX Mep M0 00eCIIeYeHHI0
0€3011aCHOCTH MIEPCOHANBHBIX JaHHBIX ITPU UX 00pabOTKE B MHPOPMAILIMOHHBIX CUCTEMAX MEPCOHAIBHBIX
JaHHBIX" (C U3MEHEHUSIMH U JTOTIOJTHEHUSMU )

C u3MeHeHHSIMH H JOIMOJTHCHUAMM OT:

23 mapta 2017 ., 14 mas 2020 r.

B cootBercTBHM ¢ yacThio 4 cratbu 19 denepanbHoro 3akoHa ot 27 utonsg 2006 r. N 152-03 "O
nepcoHabHBIX AaHHBIX" (CoOpaHue 3akoHOmaTenscTBa Poccuiickoit @eneparuu, 2006, N 31, cr. 3451;
2009, N 48, cr. 5716; N 52, cr. 6439; 2010, N 27, c1.3407; N 31, cT. 4173, cT.4196; N 49, ct. 6409;
2011, N 23, cr.3263; N 31, cr.4701) u Ilonoxenuem o denepanbHO CIyx)0€ MO TEXHUYECKOMY H
9KCIIOPTHOMY KOHTPOIIIO, YTBepkaeHHbIM Yka3om Ilpesmmenrta Poccuiickoit @enepanuu ot 16 aBrycra
2004 r. N 1085 (Cobpanue 3akononatensctBa Poccuiickoit @enepanuu, 2004, N 34, ct. 3541; 2006, N 49,
cT. 5192; 2008, N 43, c1. 4921; N 47, ct. 5431; 2012, N 7, ct. 818), npukaspiBaro:

1. YrBepauth npunaraembie CocTaB U cojep)KaHUe OPraHU3alMOHHBIX U TEXHUYECKUX MEp IO
obecrieueHUI0 0€30MaCHOCTH MEePCOHANIBHBIX JaHHBIX MPU UX 00pabOoTKe B MH(POPMAIMOHHBIX CHCTEMax
MEPCOHAJIbHBIX JTAHHBIX.

2. Ilpusnate ytpatuBmuMm cury npukaz3 @CTIK Poccum ot 5 ¢epans 2010r. N 58 "O6
yrBepxkaeHun [lonoxenust o Mmerogax u crnocobax 3amuThl UHGOpMAIMKU B UHOOPMAIIMOHHBIX CHCTEMax
NePCOHAIBHBIX JMaHHBIX" (3apeructpupoBad Munroctom Poccum 19 deBpans 2010 r., peructpannoHHBINA
N 16456).

Hupextop PenepanbHON CITyKObI B. Cenun
M0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO

3apeructpupoBano B Munwocte PO 14 mas 2013 .
Peructpanumonssiii N 28375

CocraB u conepxxanue
OPraHU3alMOHHBIX U TEXHUYECKUX Mep 10 o0ecnedyeHn 0 0€30IaCHOCTH MePCOHAIBHBIX TAHHBIX MPH
uX 00padoTKe B HHPOPMALMOHHBIX CUCTEMAX MEePCOHAIbHBIX JAHHBIX
(yTB. npukazoMm DenepanbHOM CIY:KObI 10 TEXHUYECKOMY H IKCIIOPTHOMY KOHTPOJII0 OT 18 deBpasis
2013 r. N 21)

C u3MeHeHHSIMH H T0NOJTHEHUSAMH OT:

23 mapta 2017 r., 14 mas 2020 .
I. O61ne mojro:KeHUsI

1. Hacrosimuii qOKyMeHT pa3paboTaH B COOTBETCTBHHM C dacThio 4 crateu 19 denmepanbHOro
3akoHa OT 27 wutons 2006 . N 152-®3 "O nepconanbhbix naHHBIX" (CoOpaHHe 3aKOHOJATEIbCTBA
Poccuiickoit ®eneparuu, 2006, N 31, cr. 3451; 2009, N 48, ct.5716; N 52, cr. 6439; 2010, N 27,
cT. 3407; N 31, c1. 4173, c1. 4196; N 49, ct. 6409; 2011, N 23, c1. 3263; N 31, ct. 4701) u ycraHaBinuBaeT
COCTaB U COJIep’)KaHHWE OPraHMU3allOHHBIX M TEXHUYECKHX Mep M0 o0ecrneueHuto 0e30MacHOCTH
NEPCOHANBHBIX JAHHBIX MPU UX 00paboTKe B MHPOPMALIMOHHBIX CUCTEMaX MEePCOHATBHBIX TaHHBIX (Janee
- Mepel 1o o0ecnedeHuo 0e30MacHOCTH MEePCOHAIbHBIX JaHHBIX) JUISl KaXJIOro U3 ypOBHEH
3alMIICHHOCTH TMEPCOHAJIBHBIX JAHHBIX, YCTAHOBJIEHHBIX B TpedoBaHMAX K 3allUTE MEPCOHAIBHBIX
JTaHHBIX TpH MX 00paboTke B HMH(OPMALMOHHBIX CHUCTEMAaxX IEPCOHANBHBIX TaHHBIX, YTBEP)KIEHHBIX
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noctanoryiienriem IIpaButenbctBa Poccuiickoit ®@enepammu ot 1 HosiOps 2012 1. N 1119 (Cobpanue
3akoHoaarenbcTBa Poccuiickoit denepanuu, 2012, N 45, ct. 6257).

Mepbl mo oOecrniedyeHnto 0€30MaCHOCTH TMEPCOHATBHBIX JaHHBIX HPUHUMAIOTCSA JUISL 3al[UThI
MEPCOHAIIbHBIX JAHHBIX OT HEMIPABOMEPHOTO WIIHM CIIyYalHOTO JOCTYIa K HUM, YHUUTOXCHHS, U3MECHEHMUS,
OJIOKMPOBAaHUS, KOMUPOBAHMS, MIPEIOCTABICHUS, PACIPOCTPAHEHUS MTEPCOHATIBHBIX AHHBIX, & TAKXKE OT
WHBIX HETIPABOMEPHBIX JCHCTBHUI B OTHOIICHUH ITEPCOHATBHBIX TAHHBIX.

B HacrosimieM [OKyMEHTE HE paccMaTpUBAIOTCS BOMPOCHl obOecredeHus Oe30MacHOCTH
MEPCOHANIbHBIX JIAHHBIX, OTHECEHHBIX B YCTAaHOBJICHHOM TMOPSJIKE K CBEJICHUSAM, COCTABISIOIINM
rOCyIapCTBEHHYIO  TailHy, a TakKe Mepbl, CBS3aHHbIE C [PUMEHEHHEeM MHU(POBATBHBIX
(kpunTorpaUecKux) CpeACTB 3aIUTH HHPOPMALIUH.

2. be3onacHOCTh MEPCOHAIBHBIX JAHHBIX HpU HX 00paboTke B HMH(POPMALMOHHOW CHCTEME
NEPCOHAIBHBIX JAaHHBIX (Janee - WHPOpPMAIMOHHAs CHCTeMa) OOECIeYMBaeT OMNEpaTop WIH JIHIIO,
OCYyHIECTBIIsIfOIIEEe 0OpabOTKY MEPCOHATIbHBIX JTAHHBIX MO IMOPYUYEHUIO OMEepaTropa B COOTBETCTBUU C
3aKoHoAarenbecTBOM Pocculickoit denepanuu.

Jns BeimonHeHust pabor mo oOecnedeHrto 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX MpPU UX
00paboTke B MH(POPMAIIMOHHOW CHCTEME B COOTBETCTBHH C 3aKOHOJIATEIbCTBOM Poccuiickoit denepanuu
MOTYT TPUBIEKAThCS HA JOTOBOPHOM OCHOBE IOPHAMYECKOE JIUIO WM  HMHAWBHUIYaJbHBIN
peIIPUHAMATEITh, UMEIONTUE JTUIICH3UIO Ha JACSITEILHOCTD 10 TEXHUYSCKOW 3aIuTe KOH(UICHIINATHLHOMI
uHpopmanuu.

3. Mepsl 1o obecrnieueHnto 6€301acCHOCTH EPCOHAIBHBIX JAHHBIX PEAM3YIOTCS B paMKaX CUCTEMBbI
3aIUTHI IEPCOHANBHBIX JaHHBIX, CO3/JaBAEMOW B COOTBETCTBUU C TpeboBaHMsIMHU K 3aIIUTE TEPCOHATBHBIX
JMAHHBIX MPU WX 00paboTke B MH(DOPMANMOHHBIX CHUCTEMaX NEPCOHAIBHBIX JAHHBIX, YTBEPKICHHBIMU
noctanoryienriem [IpaBurenbcrBa Poccutickoit @enepanun ot 1 HOs6ps 2012 r. N 1119, u nomkHbI OBITH
HaIpaBJICHbl HA HEUTPATU3ALIUIO AKTyJIbHBIX YTPO3 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX.

4. Mepsl mo oOecredeHHI0 0€30MacHOCTH TMEPCOHATBHBIX JTAHHBIX PEATH3yIOTCS B TOM YHCIIE
MOCPEJICTBOM NMPUMEHEHHS B HHGOPMAIIMOHHONW CUCTEME CPEJICTB 3alIUThl MH(GOPMAIUH, TTPOIIEAININX B
YCTAaHOBJIEHHOM TOpPSJKE MNPOLEAYpPY OLEHKH COOTBETCTBUSA, B CIIy4asx, KOIJla NPUMEHEHHE TaKHUX
CPEICTB HEOOXOIMMO JJISI HEUTpaTU3allMK aKTyalIbHBIX YIPO3 0€30MMaCHOCTH MEPCOHAIILHBIX JIAaHHBIX.

TAPAHT:

Hywmepanusi myHKTOB IPUBOJIUTCS B COOTBETCTBUH C HCTOYHUKOM

6. Onenka >(pPEeKTUBHOCTH PEaTM30BAHHBIX B PAMKAX CHCTEMbI 3allUThl NEPCOHAIBHBIX JaHHBIX
Mep Mo o0ecredeHn0 0e30MaCHOCTH NEPCOHANIbHBIX JaHHBIX MTPOBOAUTCS ONEPATOPOM CaMOCTOSTEIBHO
WIH C IPUBJICYEHUEM HA JOTOBOPHOW OCHOBE IOPUANYECKUX JIML U UHAUBHUYAJIbHBIX IPEANTPUHUMATEIEH,
UMEIOUINX JIMIEH3UI0 Ha OCYIIECTBICHHUE NIEATEIbHOCTH MO TEXHUYECKOW 3aliuTe KOH(UISHIMAIbHOU
uHpOpMaLMu. YKa3aHHas OI[eHKa ITPOBOJIUTCS HE pexke 0JIHOro pasa B 3 roja.

7. Meppl mo obecrneueHn0 O€30MacCHOCTH NEePCOHANBHBIX JaHHBIX IpPU HUX 00paboTke B
rOCYJJapCTBEHHBIX HH(OPMAIMOHHBIX CHUCTEMax NPUHUMAIOTCS B COOTBETCTBUU C TPEOOBAaHUSAMH O
3amuTe  MHQOpPMAIMM,  COJEpKalleiics B TOCyJapCTBEHHBIX  MH(GOPMAIMOHHBIX  CHUCTEMaX,
ycranasnuBaeMbiMu @CTOK Poccnn B npenenax cBOMX IMOJTHOMOUYUHN B COOTBETCTBUM C HaCTbIO 5 CTAThU
16 ®epepanbHoro 3akoHa ot 27 wutons 2006 r. N 149-03 "O6 unpopmanuu, uHPOPMAIMOHHBIX
TeXHOJOTUSAX U o 3amute uHpopmanuu" (Cobpanue 3akoHoxarenbcTBa Poccuiickoit @eneparyu, 2006,
N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, ct. 2038; N 30, ct. 4600; 2012, N 31, ct. 4328).

I1. CocTaB u copep:xanue Mep 1o odecrnedeHuI0 0e30MaCHOCTH NEPCOHATBbHBIX JAHHBIX

8. B cocraB mep o oOecrieyeHno 6€30MacHOCTH MePCOHANBHBIX JaHHBIX, PEaTU3yeMbIX B paMKax
CHCTEMBI 3alUThl NEPCOHATBHBIX JAHHBIX C YYETOM aKTyalbHBIX YIpo3 0€30MaCHOCTH MEPCOHAIBHBIX
JAHHBIX U IPUMEHSIEMBIX HH(POPMAIIHOHHBIX TEXHOJIOTUH, BXOMISIT:

UICHTUDUKAIMS U ayTeHTU(UKAIUSA CyOBEKTOB JJOCTYIAa U OOBEKTOB JOCTYIIA;
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yIpaBJIeHUE JOCTYNIOM CyOBEKTOB JOCTYIA K 00bEKTaM J10CTYIIa;

OrpaHMuYEHUE POTPaAaMMHOMN CPEJIBI;

3allMTa MAllMHHBIX HOCHUTENEH MH(POpPMAalMU, Ha KOTOPBIX XpaHATCS U (Wwin) oOpabaTeiBaroTCs
NIEPCOHAIbHBIE TAaHHBIE (JaJIee - MAILIMHHBIE HOCUTENN [IEPCOHAIBHBIX JTAHHBIX);

peructpanus coObITUi 0€30MaCHOCTH;

AHTUBUPYCHAs 3aIINTAa;

oOHapyxeHue (MPeIOTBPAIICHNUE) BTOPKCHH;

KOHTPOJIb (QHAJIN3) 3alUIIEHHOCTH IEPCOHATIBHBIX TaHHBIX;

o0ecreyeHue 1e0CTHOCTH NH(POPMAIMOHHON CUCTEMBI M IEPCOHATIbHBIX JaHHbIX;

o0ecrnieueHne JOCTYITHOCTH MEPCOHATIBHBIX IaHHBIX;

3alIMTa Cpesibl BUPTyalIu3aluu;

3alllUTa TEXHUYECKUX CPEJICTB;

3anMTa MHPOPMALMOHHON CHCTEMBI, €€ CPEJCTB, CUCTEM CBSI3U U IEpejauu JaHHbIX;

BBISIBIICHHE WHIMJCHTOB (OJHOTO COOBITHS WM TPYIIIBI COOBITHIA), KOTOPBIE MOTYT IPUBECTH K
cO0sIM WM HapyleHHI0 (YHKIMOHMPOBAHUS HMH(OPMALMOHHOM CUCTEMbl U (WJIM) K BO3HUKHOBEHUIO
yIrpo3 0€30MacHOCTH NEPCOHANIBHBIX JaHHBIX (Jajiee - UHIUJEHTH), U pearupoBaHue Ha HUX;

ynpaBieHue KoHpurypauued MHQOPMALMOHHOW CUCTEMBl M CHUCTEMbI 3aIlUThl MEPCOHATBHBIX
JTAaHHBIX.

CoctaB u coaepxaHue Mep 10 oOecneueHUr0 Oe30MacHOCTU TMEePCOHAIBHBIX —JIaHHBIX,
HEOOXOJUMBIX JJisi O0O0ECHedYeHHs] KaKJIO0ro M3 YypOBHEH 3alIUILEHHOCTH MEPCOHAIbHBIX JIAHHBIX,
IPUBE/ICHBI B IPUIIOKEHUU K HACTOSIILIEMY JOKYMEHTY.

8.1. Mepbl mo MACHTU(UKAMH U ayTCHTU(PHUKAIMH CYOBEKTOB JIOCTyNa M OOBEKTOB JOCTyIa
JIOJDKHBI  oOecrieunBaTh INPUCBOEHUE CyOBeKTaM U OOBEKTaM JOCTyNa YHHUKAJIbHOIO IpU3HAKa
(unentudukaropa), CpaBHEHHE MPEIBIBIAEMOro CyOBEKTOM (00BEKTOM) AOCTyna HIeHTH(]HKaTopa C
[epeYHEM MPUCBOECHHBIX MJICHTU(UKATOPOB, a TAKXKE MPOBEPKY NMPHUHAICKHOCTH CYyOBEKTY (0OBEKTY)
JI0CTyTa NPEeAbIBIEHHOI0 UM UJEHTUPHUKATOPa (ITOATBEPKIECHNE TOJJITMHHOCTH).

8.2. Mepbl MO YyHOpaBICHUIO JIOCTYNOM CyOBEKTOB JOCTyNna K OOBEKTaM JOCTyNa JIOJIKHBI
o0OecrieunBaTh YINpaBiI€HHE MpaBaMU M NPUBWIETHSIMH CyOBEKTOB JOCTyNa, pa3rpaHUMYEHHE JI0CTyIa
CyOBEKTOB JIOCTyINa K 0OBEKTaM JIOCTYIa Ha OCHOBE COBOKYITHOCTH YCTaHOBJIEHHBIX B MH()OPMAIIMOHHON
CUCTEME MpaBUJI pa3TpaHUYEHHUs JIOCTyIa, a TakXKe OOecreuyrMBaTh KOHTPOJb 3a COOJIIOJIEHHEM 3THX
paBUIIL.

8.3. Mephbl Mo OrpaHMYEHHUIO0 MPOTrPaMMHON Cpenbl JAOHKHBI oOecredynBaTh YCTAaHOBKY U (WJIN)
3allyCK TOJBKO PpaA3pelIeHHOT0 K HCHOJb30BAHHWIO B HMH(POPMALMOHHOW CHCTEME MPOrpaMMHOIO
o0ecrieyeHrss WM HUCKJIOYaTb BO3MOXKHOCTh YCTAaHOBKM U (WJIM) 3allycKa 3alpelieHHOro K
UCIIOJIb30BaHUIO B MH(POPMAIIMOHHON CHCTEME MPOrPaMMHOI0 00eCTIeUeHHU .

8.4. Mepbl mO 3allMTe MAIIMHHBIX HOCHUTENEH NEepCOHANBHBIX AAHHBIX (CpeacTB 0O0pabOTKH
(XpaHeHMsI) MTEPCOHATBHBIX JTAHHBIX, ChEMHBIX MAIIMHHBIX HOCUTENECH MEePCOHAIBHBIX AAHHBIX) JOJIKHBI
UCKJIIOYaTh BO3MOXHOCTh HECAHKI[MOHUPOBAHHOTO JIOCTYIA K MAIIMHHBIM HOCHUTENSIM M XPAaHSIIUMCS Ha
HUX TIEPCOHAIBHBIM JAaHHBIM, a TaKXe HECAHKIMOHMPOBAHHOE HCIIOJIb30BAHHUE CBHEMHBIX MAIIMHHBIX
HOCUTEJIeH NMepCOHATbHBIX TaHHBIX.

8.5. Mepsl Mo perucTpauuu CoOOBITHH 0€30MacHOCTH JOJDKHBI oOecreunBaTh cOOp, 3armuch,
XpaHEHUEe U 3allUTy MHPOpPMAIMH O COOBITUAX OE30MacHOCTH B MH(OPMALMOHHON CHUCTEME, a TaKXkKe
BO3MOXHOCTH IPOCMOTPA U aHaIM3a HH(POPMAIIMY O TAKUX COOBITUSAX U pearupoBaHHe Ha HUX.

8.6. Mepbl 0 aHTUBUPYCHOM 3aIuTe JOHKHBI 00ecreurnBaTh OOHapyKeHHEe B MHPOPMAIMOHHON
CHCTeME KOMIBIOTEPHBIX MPOTrpaMM JIMOO HWHOW KOMITBIOTEPHOM HH(OpMAIUM, MpeAHAa3HAYCHHOW s
HECaHKIIMOHUPOBAHHOTO YHUYTOXEHHS, OJIOKMPOBaHUSA, MOAU(PUKALUU, KOMUPOBAHHSA KOMIIBIOTEPHOMN
UHPOpPMALIMK WM HEWTpajau3alMd CPEeACTB 3allUThl HHQPOpMAlMH, a TakXKe pearupoBaHHE Ha
0OHapy>XeHHE THX MPOrpaMM B HHGOPMAIIHH.

8.7. Mepel mO O0OHapyXeHHIO (MPEAOTBPAILCHUIO) BTOPKEHUH TOJKHBI 00ECIeuynBaTh
oOHapy)XeHHUE ACUCTBUN B MHPOPMAITMOHHON CHCTEME, HAIPaBICHHBIX HA HECAHKITMOHUPOBAHHBIA TOCTYII
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K uH(opMamuu, crenuaibHble BO3JACHCTBUS Ha WHPOPMALMOHHYIO CHCTEMY M (WJIH) TNEPCOHAIbHBIC
JAHHbIE B LENAX JOOBIBAaHUS, YHUYTOXKCHUS, UCKAKEHUS W OJIOKUPOBAHMS JOCTyNa K MEPCOHAIBHBIM
JTAHHBIM, a TaK)Ke pearupoBaHKE HA 3TU JICHCTBHSL.

8.8. Mepsl 1O KOHTPOJIIO (aHANU3Y) 3AIMUIICHHOCTH TMEPCOHAIBHBIX JaHHBIX JOJIKHBI
o0ecrieyrBaTh KOHTPOJb YPOBHS 3alMINEHHOCTH TMEPCOHAJBHBIX JIaHHBIX, 00padaThIBACMbIX B
UHPOPMALIMOHHOM CcHUCTeMe, WyTeM TPOBEIEHUS CHCTEMATUYECKHX MEpONPHUATHHA MO0 aHAIU3y
3alIMICHHOCTH WH(POPMAIMOHHON CHUCTEMBl M TECTHPOBAHUIO PAOOTOCIIOCOOHOCTH CUCTEMBI 3aIlUThI
NEPCOHAITBHBIX JTaHHBIX.

8.9. Mepbl 0 00ECIEYCeHHUIO TeTOCTHOCTH MH()OPMAITMOHHOW CHCTEMBI M MEPCOHAIBHBIX JTAHHBIX
JOJDKHBI  o0ecreynBaTh OOHapyXeHHe (aKTOB HECAHKIMOHMPOBAHHOTO HAPYIICHUS LEIOCTHOCTH
UH(POPMAIIMOHHOM CHUCTEMBI M COJIEPXKAIIUXCS B HEH IMEPCOHAIBHBIX IAHHBIX, & TAKKE BO3MOXKHOCTh
BOCCTaHOBJICHUS HH(POPMALIMOHHON CUCTEMBI U COAEPIKAIIMXCS B HEH MEPCOHAIBHBIX TaHHBIX.

8.10. Mepbl 1m0 00€CHEUEHUIO JOCTYITHOCTH TEPCOHAIBHBIX IAaHHBIX JIOJDKHBI 00ECIeUnBaTh
ABTOPHU30BAHHBIA JOCTYI MOJIb30BAaTECH, MMEIOMIMX MpaBa MO JOCTYIy, K MEPCOHAIBHBIM JaHHBIM,
coaepkamMcs B MHOOPMAIMIOHHOW  CHCTeME, B  INTAaTHOM pekuMe  (YHKIIMOHHUPOBAHUS
UH(POPMALIMOHHON CUCTEMBI.

8.11. Mepsl Mo 3amMTe Cpeabl BUPTYyaIM3allMU JOJDKHBI HCKIIIOYaTh HECAaHKIIMOHUPOBAaHHBIN
JIOCTYTI K TIEPCOHATIBHBIM JIaHHBIM, 00pabaThIBa€MbIM B BUPTYAJIbHON HH(PACTPYKType, H K KOMIIOHEHTaM
BUPTyaJIbHOW WUH(PACTPYKTYpbl ¥ (WJIM) BO3JICHCTBHE HAa HHMX, B TOM YHUCIC K CPEICTBaM YIPaBJICHUS
BUPTyaJIbHOW HH(PACTPYKTYypOil, MOHUTOPY BHPTYAIbHBIX MAalIMH (TUIEPBU30pY), CUCTEME XPaHEHUS
JIAHHBIX (BKJIOYAsl CUCTEMY XpaHEHHs 00pa30B BUPTyallbHOW MH(PACTPYKTYPHI), CETH MEpeIaun JTaHHBIX
Yyepe3 JIEMEHTHI BUPTYaITbHON WK (PU3HUECKO HHPPACTPYKTYPBI, TOCTEBBIM OINEPALMOHHBIM CHCTEMAaM,
BUPTyaJIbHBIM MallliHaMm (KOHTEWHepaM), CUCTEME M CETH PEIUIMKALUU, TEPMUHAIBHBIM U BUPTYaJIbHBIM
YCTPOHCTBAM, a TAKXKE CHCTEME PE3EPBHOTO KOMMPOBAHHUS U CO37[aBAEMBIM €10 KOTIHSIM.

TAPAHT:

CwMm. PernameHThI pe3epBHOIO KOIMPOBAHUS M BOCCTAHOBJIEHHUS TAHHBIX B MH(POPMAIIMOHHBIX CHCTEMaX
SELDON, ®I'IC EUAC u snexktporHoro nokymeHtoodopora (CO/1), yreepxkaeHHble npukazoM GAC
Poccuu ot 9 deBpans 2022 r. N 92/22

8.12. Mepsl MmO 3alUTE TEXHUYECKUX CPEACTB JOJDKHBI HCKIIOYaTh HECAHKIMOHWPOBAHHBIN
JOCTyH K CTallMOHApHBIM TEXHUYECKHUM CpeAcTBaM, 0OpabaThIBAIOLUIMM TEPCOHANBHBIE JaHHbIE,
cpeAcTBaM, obOecneunBaroUMM (YHKIMOHUPOBaHHWE MH(OPMAIIMOHHOM CHUCTEMbl (Janee - CpeacTBa
oOecnieueHrs (QyHKIIMOHUPOBAHUS), U B IOMEIIEHUS, B KOTOPBIX OHU MOCTOSIHHO PAcCIOJIOKEHBI, 3allUTy
TEXHUYECKUX CPEACTB OT BHEIIHMX BO3JCHCTBUN, a TAaKXKE 3alUTy [EPCOHAIBHBIX JIaHHBIX,
IIPEJICTABICHHBIX B BUJIE THPOPMATUBHBIX SJIEKTPUUECKUX CUTHAJIOB U (PU3UUYECKUX MOJEH.

8.13. Mepsl nmo 3amuTe MHGOPMAIMOHHOW CHCTEMBI, €€ CPEJCTB, CUCTEM CBS3M M Iepeadu
JTAHHBIX JOJKHBI 00ecreunBaTh 3alUTy MEPCOHANbHBIX JAHHBIX NPU B3aUMOJEHCTBUN HHPOPMAITMOHHOMN
CHUCTEMBl WJIH €€ OTICIbHBIX CEerMEHTOB C HHBIMH HMH(QOPMALMOHHBIMU CHCTEMaMH |
MH(OPMALMOHHO-TEIEKOMMYHUKAIIUOHHBIMH ~ CETSIMH  TOCPEJCTBOM  MPUMEHEHMSI  apXUTEKTYphl
UH(POPMALIMOHHOM CHCTEMBI M TPOEKTHBIX pEIIeHUI, HalpaBJIEHHbIX Ha oOecrieueHHe Oe30MacHOCTH
NEPCOHAIbHBIX JaHHbBIX.

8.14. Mepsl MO BBISBICHUIO HHIMJCHTOB M PEArMpOBAHUIO HA HUX JOJDKHBI 00eCreyuBaTh
oOHapyXeHHe, UIeHTU(UKALINIO, aHATTU3 UHIUICHTOB B MH(OPMALIMOHHON cHCTeME, a TakKe MPHUHSITHE
MED 110 YCTPAHEHHUIO U NPEIYNPEXKICHNIO HHIUICHTOB.

8.15. Mepsl no ynpaBieHHIO KOH(pUTrypanuel MHPOPMAIMOHHON CHCTEMbl M CHCTEMBbI 3aIIUThI
NEpCOHANBHBIX  JaHHBIX  JOJDKHBI ~ OOeclieuMBaTh  yNpaBieHHE HM3MEHEHUSIMH  KOH(UTypauuu
MH(OPMALIMOHHON CHUCTEMbl U CHCTEMbI 3allUThl MEPCOHAIbHBIX JAHHBIX, aHAIU3 MOTEHIHMAIbHOTO
BO3/ICUCTBUS TUTAHUPYEMBIX U3MEHEHUH Ha obecnieueHne 6e30MacHOCTH MEePCOHAIBHBIX JaHHBIX, a TaKKe
JOKYMEHTHPOBAaHUE ITHX U3MEHEHUII.

9. Beibop Mep 1o obecriedeHn o 6€30MacHOCTH ePCOHAIBHBIX JAHHBIX, MOAJISKAIINX pealn3aluu
B MH(QOPMALIMOHHON CUCTEME B paMKaX CHCTEMBI 3aLUThI IEPCOHATILHBIX JAHHBIX, BKIIIOUAET:
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omnpenenenue 0a30Boro Habopa mMep Mo o0ecreyeHuI0 0e30MaCHOCTH MEPCOHANBHBIX JTAHHBIX IS
YCTAHOBJICHHOTO YPOBHSI 3aIlIMIIIEHHOCTH MEPCOHABHBIX JAHHBIX B COOTBETCTBHU C 0a30BBIMU HaOOpaMu
Mep 1o oOecrneyeHHt0 O€30IaCHOCTH IE€PCOHANBHBIX JAaHHBIX, NPUBEIECHHBIMU B MPHIOKEHUH K
HACTOALIEMY JOKYMEHTY;

ajanTanuio 0a3oBoro Habopa Mep IO 00eCHeYeHHIO0 Oe30MaCHOCTH IMEPCOHAIBHBIX JIAHHBIX C
YUETOM CTPYKTYPHO-(DYHKIIMOHAIBHBIX XapaKTEPUCTUK WH(POPMALMOHHON CHUCTEMbI, WH(OPMAIIMOHHBIX
TEXHOJIOTUH, 0cOOeHHOCTEH (DYHKIIMOHMPOBaHUS MH(MOPMALMOHHONW CHCTEMBI (B TOM YMCJIE UCKIIOUEHUE
u3 0Oa3oBoro Habopa Mep, HEMOCPEACTBEHHO CBA3aHHBIX C WH(MOPMALMOHHBIMUA TEXHOJOTHSIMH, HE
UCIOJIb3YEeMbIMU B HH(OPMALIMOHHON CHCTEME, UM CTPYKTYPHO-(QYHKIMOHAIBHBIMUA XapaKTePUCTHKAMH,
HE CBOMCTBEHHBIMU HH()POPMAITMOHHON CHCTEME);

YTOUYHEHHUE aJalTUpPOBaHHOro 0a3oBoro Habopa Mep 1O oOO0ecledYeHnuo Oe3011aCHOCTH
NEPCOHANBHBIX JAHHBIX C YYE€TOM HE BHIOPAHHBIX paHee Mep, PUBEICHHBIX B IPUIOKEHUHU K HACTOSAIIEMY
JIOKYMEHTY, B pE€3yJIbTaTe 4ero ONpPEIeAIOTCS Mepbl M0 00ecreueHHI0 0e30MacHOCTH MEepCOHATIbHBIX
JIAHHBIX, HAINpaBJICHHbIE HA HEWTpaTU3aIlMI0 BCEX aKTyallbHBIX YIpo3 OE30MacHOCTH IMEPCOHAIBHBIX
JTAHHBIX /7151 KOHKPETHOM NH(OPMAIlMOHHOHN CUCTEMBI,

JIOTIOJTHEHHE  YTOYHEHHOTO  aJanTHpOBaHHOro 0a3oBoro Habopa Mep 10 00ECIeYeHHIO
0€30I1aCHOCTH MEePCOHATBHBIX JaHHBIX MEpaMH, 00€CIEUNBAIOLIMMHU BbINOJIHEHUE TPeOOBAaHUM K 3aluTe
NEPCOHAIbHBIX JIAHHBIX, YCTAHOBJICHHBIMU HMHBIMHM HOPMAaTUBHBIMM IPAaBOBBIMH aKTaMU B 0OJACTH
oOecrieyeHns 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX U 3aLIUThI HH(OPMAIIHH.

10. ITpr HEBO3MOKHOCTH TEXHHUYECKOW pean3alii OTJEIbHBIX BRIOPAHHBIX MEp MO 00ECIeYeHUI0
0€30I1aCHOCTH NEPCOHAIbHBIX JaHHBIX, @ TAKXKE C YYETOM SKOHOMHUYECKOH 11eJ1ecO00pa3sHOCTH Ha 3Tarax
ajanTanuu 0a3zoBoro Habopa Mep M (WJIM) YTOYHEHHs aJalTHpOBaHHOTO 0a3oBoro Habopa Mep MOTYT
pa3pabaTbiBaThCs HMHbIE (KOMIIEHCUPYIOIIME) MEpbl, HAlpaBiCHHbIE Ha HEHUTPAlIM3alUI0 aKTyaJlbHBIX
yrpo3 0€30MacHOCTH NEPCOHAIBHBIX JaHHBIX.

B sTOoM cnyuyae B Xoae pa3pabOTKM CHCTEMBbl 3aIIUThl MEPCOHAIBHBIX JAHHBIX JIOJKHO OBITh
IpOBEJEHO OOOCHOBAaHHWE NPUMEHEHHUs KOMICHCHPYIOIIMX Mep i olecnedeHus Oe30MacHOCTH
NIEPCOHAJIBHBIX JaHHbIX.

11. B cinyuae ompezeneHuss B COOTBETCTBUU C TpeboBaHMSIMM K 3alllUTE MEPCOHANBHBIX IMPHU UX
00paboTke B MH(OPMAIIMOHHBIX CHCTEMAax NEPCOHANbHBIX JAHHBIX, YTBEPXKAECHHBIMU I1OCTAHOBIECHHEM
[IpaButenbctBa Poccuiickoit ®enepaunu or 1 HosiOps 2012 1. N 1119, B xauecTBe aKkTyalbHBIX YIpo3
0€30MaCHOCTH MEPCOHAIBHBIX JAaHHBIX 1-r0 ¥ 2-r0 THIOB JONOJHUTEIBHO K MEpaM IO O0ECTEeYEeHUIO
0€30MacCHOCTH MEPCOHANbHBIX JaHHBIX, YKa3aHHbIM B IyHKTE€ & HACTOSIIET0 JOKYMEHTa, MOTYT
IPUMEHSTHCS CIENAYIOLUINE MEPBI:

MpOBEpKAa CHUCTEMHOTO0 U (WIHM) TPHUKIAJHOTO TPOTPAMMHOTO OOECIeUeHHUs, BKIIOYAS
IPOrpPaMMHBIM  KOJ, Ha OTCYTCTBHE HEIEKJIAPUPOBAaHHBIX BO3MOXKHOCTEM C  HCIIOJIb30BaHUEM
ABTOMATHU3UPOBAHHBIX CPEACTB U (MJIM) O€3 HCIOIb30BaHUS TAKOBbIX;

TECTUPOBaHUE UH(OPMAIIMOHHON CUCTEMBI Ha TPOHUKHOBEHUS;

UCIOJIb30BaHNE B MH(POPMAIIMOHHON CHUCTEME CHUCTEMHOIO U (WMJIM) MPUKIATHOTO MPOrPaMMHOTO
o0ecrieyeHus, pa3pabOTaHHOTO € HCIIOJIb30BAaHHEM METO/I0B 3aIIUIIIEHHOTO TPOrPaMMHUPOBAHUSI.

Wudopmanust 00 N3MEHEHUSX:
Ilynkm 12 usmenen c 1 ameapa 2021 e. - Ilpuxaz @CTIOK Poccuu om 14 mas 2020 2. N 68

CMm. npedvioyuyro pedaKyuio

12. TexHuueckrue Mephl 3alIUThl IEPCOHATBHBIX JaHHBIX PEATU3YIOTCS MOCPEICTBOM MPUMEHEHHUS
CpeACTB 3aIlUThl MH(OpMAIMHM, B TOM 4YHCIE MPOrPaMMHBIX (IPOrpaMMHO-AIMAPAaTHBIX) CPENICTB, B
KOTOPBIX OHU PEeaTM30BaHbl, UMEIONINX HE00X0uMble GYHKIIUU 0€3011aCHOCTH.

[Ipy wucnonp3oBaHMM B WHGOPMALMOHHBIX CHUCTEMaxX CEePTU(UIMPOBAHHBIX MO TpeOOBaHUAM
0e30MmacHOCTH UH(OPMALIUK CPENICTB 3aLIUTHI UHPOPMAIUU:

B MH(OPMAIIMOHHBIX CHUCTEMax | YpOBHS 3alllMIIEHHOCTH MEPCOHAIBHBIX JaHHBIX MPUMEHSIIOTCS
cpeAcTBa 3amuThl HMHpoOpManMM He HUXKe 4 Kiacca U 4 ypoBHS JOBEpUs, a TakkKe CpeacTBa
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BBIUMCIIUTEIbHON TEXHUKH HE HUXKE 5 Kiacca,

B MH(OPMAIIMOHHBIX CHCTEMax 2 YPOBHS 3AIIMIICHHOCTH MEPCOHATIBHBIX NAaHHBIX MPUMEHSIOTCS
cpeAcTBa 3alUThl HMH(pOpMALMM HE HWXKE 5 Kilacca MU 5 ypoBHS JOBepus, a TakkKe CpeacTBa
BBIUMCIIUTEIBbHON TEXHUKU HE HUXKE 5 Kilacca,

B MH(OPMAIMOHHBIX CUCTEMAax 3 YpPOBHS 3aILMIIEHHOCTH MEPCOHATIBHBIX JAaHHBIX MPUMEHSIOTCA
cpeacTBa 3amuThl MHGOpMaMKu 6 Kiacca U 6 ypOBHsS JOBEpHs, a TAKKE CPEICTBA BBIYMCIUTEIHHON
TEXHUKU HE HUXKE 5 Kilacca;

B MH(OPMAIIMOHHBIX CHCTEMax 4 ypOBHS 3aIMIICHHOCTH MEPCOHAIBHBIX JAaHHBIX MPUMEHSIOTCS
cpeAcTBa 3auThl MHGopManuu 6 kinacca U 6 ypOBHs JOBEpHUs, @ TAKXKE CPEICTBA BBIYMCIMTEIbHON
TEXHUKHU HE HUXe 6 Kiacca.

Knaccel 3amuTsl ONpenenstorcss B COOTBETCTBUM C HOPMAaTUBHBIMM IIPABOBBIMU aKTaMH,
U3JJAaHHBIMH B COOTBETCTBHU ¢ mnoanyHkroMm 13.1 mynkrta 8 Ilomoxenus o depepaipHON ciy)Oe 1O
TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOJIIO, yTBep:kIeHHOoro Y kazom Ilpesunenrta Poccuiickoit denepanuu
ot 16 aBrycra 2004 r. N 1085.

YpoBHU J10BepHUsl YCTAHABIMBAIOTCS B COOTBETCTBMM ¢ TpeboBaHusiMM 1O O€30MaCHOCTH
UH(POPMALINH, YCTaHABIMBAIOUIMMH YPOBHHU JIOBEPHUS K CPEIICTBAM TEXHUYECKOH 3aIUThl HHOOpMAIMHA U
cpeacTtBaM oOecrieyeHHss 0€30MacCHOCTH MH()OPMAIIMOHHBIX TEXHOJOIMH, YTBEP)KACHHBIMU HPUKA30M
OCTIK Poccun ot 30 utona 2018 r. N 131 (3apeructpupoBan Muntoctom Poccun 14 nosiopst 2018 r.,
peructpanoHHbIi N 52686).

[lpy wucnonp3oBaHMM B HMH(DOPMAIMOHHBIX CHUCTEMax CPEACTB 3allUThl  MH(OpPMAIHH,
CepTU(GHUIMPOBAHHBIX 110 TPeOOBaHUAM 0€30MMaCHOCTH MH(OPMAIUH, YKa3aHHbIE CPEACTBA JIOJIKHBI ObITh
CepTU(HUIMPOBAHEI HAa COOTBETCTBHE OOS3aTENBHBIM TpeOOBaHMSIM 10 Oe3omacHOCTH HH(OpMAIHH,
YCTQHOBJICHHBIM HOPMAaTHBHBIMHM IPABOBBIMH aKTaMH, WM TPeOOBaHUSAM, YKAa3aHHBIM B TEXHMUYECKHX
YCIIOBHSX (3aIaHUSIX 110 OE30MaCHOCTH ).

@OyHKIMU 0€30M1aCHOCTH CPEACTB 3alUThl HH(OPMAIMH J0JKHBI 00€CIIeUnBaTh BHINOJIHEHHE Mep
1o obecreyeHo 0e30MacCHOCTH NEPCOHANIBHBIX JAHHBIX, COJIEPIKALINXCS B HACTOSAIIEM TOKYMEHTE.

Ao63ar1 yrpatuin cuiy ¢ 1 staBaps 2021 r. - [Ipukaz @CTIK Poccun ot 14 mas 2020 r. N 68

Wndopmarius 06 n3MEHEHHSX :

Cm. npedvloywyro peoaKyuio
13. IIpu ucroyib30BaHUH B HHPOPMAIIMOHHBIX CHCTEMaX HOBBIX MH()OPMAIIMOHHBIX TEXHOJOTHH H
BBISIBJICHUH JIOTIOJHUTEIBHBIX YTPo3 0€30MacHOCTH MEePCOHANBHBIX IaHHBIX, JJI1 KOTOPHIX HE OMpeeIeHbI
Mepbl oOecriedeHHs] WX O€30MacHOCTH, JOJDKHBI pa3pabaThiBaTbCcsl KOMIICHCHPYIONIME MEpPHl B
COOTBETCTBUH C MyHKTOM 10 HacTOSIIIEro JOKYMEHTA.

IIpusnoxkenne

k CocTaBy U coJiep:KaHUIO

OPraHM3alMOHHBIX M TEXHUYECKUX Mep 10
ol0ecrne4eHNI0 0€30IaCHOCTH NEePCOHATBHBIX
JAHHBIX NIPH UX 00padoTKe B HH(POPMALMOHHBIX
CUCTEMAX NEPCOHAJIBHBIX JAHHBIX

Cocras u conep:kanmue
Mep 1o odecnevyeHu0 0e30MaACHOCTH NMEePCOHATBbHBIX JTAHHbIX, HE00OXOAUMBbIX VISl 00ecreYeHus
Ka’KI0I0 U3 YPOBHEH 3alHIIIEHHOCTH NePCOHATbHBIX TAHHBIX

YcnoBHoe Coneprxanne Mep 1o o0ecredeHu o 0e30MacHOCTH YpoBHU
0603HaquHe MNEPCOHAIBHBIX TAHHBIX 3alllUIIICHHOCTH
U HOMEDP NIePCOHAITBHBIX

MCPBI JaHHBIX
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|

4 [ 3 [2]

I. UnenTudukanus u ayreHTupuKanus cyoObLeKToB 10cTyna u 00bekToB gocryna (MAD)

NAD.1

Wnentudukanys u ayreHTU(OUKAIUS T0JIb30BaTeNeH,
SIBJISTFOIIUXCS] pa0OOTHUKAMHU OTIepaTopa

+

+

+

NAD.2

Wnentudukanus u ayreHTU(GUKALUs YCTPOICTB, B TOM YUCIIE
CTAaLlMOHAPHBIX, MOOMJIBHBIX U OPTATUBHBIX

+

NAD.3

Yrpasienue uaeHTu(HUKaTOpaMu, B TOM YHCIIE CO3/IaHue,
[IPUCBOCHUE, YHUUTOXKEHHE UICHTHU(HUKATOPOB

NAD .4

VYnpasieHue cpeicTBaMH ayTEHTU(DHUKAIIMH, B TOM YUCIIE
XpaHeHHue, Bbliaya, MHUIHAIU3alKs, OJOKUPOBAaHUE CPEICTB
ayTeHTU()UKALMU U IPUHATHE MEP B CITydae yTpaThl U (WIIH)
KOMIIPOMETAIMH CPEJCTB ayTeHTHPHUKALUU

NA®D.5

3amuTa 00paTHOMW CBS3M NP BBOJIE AyTCHTU(UKAITIOHHON
nHpopmauu

NAD.6

Wnentudukamnys u ayTeHTU(HUKAIUS TT0JIb30BaTeNeH, He
SBJISIOIIMXCS] paOOTHUKAMU ollepaTopa (BHEIIHUX
MOJIH30BaTENICH)

I1.

YnpasJ/ieHue 10CTYNOM Cy0ObeKTOB J0cTyna K 00bekTaMm gocryna (YIII)

VI 1

VYrpasnenue (3aBe/ieHUe, aKTUBAIMs, OJIOKUPOBAHUE U
YHUUTOKEHNE) YUYETHBIMH 3aIIUCSIMH MOJIb30BaTeNeH, B TOM
YHUCJIE€ BHEIIHUX M0JIb30BATEIICH

_|_

_|_

VL2

Peanu3zanus He0OXOAMMBIX METOJI0B (JIMCKPELIMOHHBIH,
MaHJaTHBIN, POJIEBOI WM MHOW METO[), TUTIOB (YTCHHE,
3aMuCh, BHITIOJHEHNE UM MHOW THIT) U TIPABWJI pa3rpaHudCHUS
JIOCTyna

VI3

VYupasnenue (GuibTpanus, MapuIpyTu3alus, KOHTPOJIb
CO€IMHEHUI1, OIHOHANPaBJIeHHAs Tepeiaya U UHbIE CIOCOOBI
yIpaBiieHus1) THPOPMAIIMOHHBIMH TOTOKAMU MEXIY
yCTpOHCTBaMHU, CETMEHTaMU MH()OPMAIIMIOHHON CHCTEMBI, a
TaK)Ke MEXJ1y MHPOPMAIIMOHHBIMH CHCTEMaMH

VITI.4

Pa3znenenue nonnomounii (posneit) monb3oBareneii,
aQIMUHUCTPATOPOB U JIUII, 00ECTICUNBAIOIITNX
GyHKIIMOHUPOBaHKHE WHGOOPMAIIMOHHON CUCTEMBI

VIS

HaznaueHne MUHMMaIbHO HEOOXOIMMBIX IIPAB U MPUBHIIET UM
I10JIB30BATENAM, AIMUHUCTPATOPaM U JINLAM,
o0ecneunBaOIUM (YHKIMOHUPOBAHUE UH(DOPMALIMOHHOM
CHUCTEMBI

VL6

OFpaHquHHe HCYCIICHIHBIX MMOIIBITOK BX0/Ja B
MH(OPMAIIMOHHYIO CUCTEMY (IOCTyIa K MHPOPMAIIHOHHOM
CUCTEME)

YIIA.7

[IpenynpexaeHue moyb30BaTess MPU €ro BXOJIE B
MH(POPMAITMOHHYIO CUCTEMY O TOM, YTO B HH(OPMAITHOHHON
CUCTEME pealli30BaHbl MEPHI MO0 00ECTIEUeHUIO OE30MaCHOCTH
MEPCOHANBHBIX JJAHHBIX, U 0 HEOOXOIUMOCTH COOJTIOICHHS
YCTaHOBJICHHBIX ONEPATOPOM MPaBUI 00padOTKH
MIEPCOHATBHBIX JAHHBIX

VIIJ.8

OrnoBelnieHue N0JIb30BATENS MOCTE YCIEIIHOTO BX0/1a B
MH(OPMALIMOHHYIO CUCTEMY O €r0 MPebIAYIIEM BXOJIE B
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MH(OPMALIMOHHYIO CUCTEMY

VIIL9

OrpanunueHue yncia napauielbHbIX CEAHCOB JIOCTYIIA IS
Ka)KJI0W y4eTHOM 3amucu MoJib30BaTeist HHPOPMaIMOHHOM
CUCTEMBI

VIIJI.10

brnokupoBanue ceanca qoctyna B MHQOPMAIIMOHHYIO CUCTEMY
MOCJIe YCTAaHOBJICHHOTO BPEMEHHU Oe31eicTBHsI (HEaKTUBHOCTH )
I10JIb30BATEJNIsl MJIM TI0 €0 3alpocy

VIIJL11

Pazpemenue (3anper) AeCTBUI MOJIb30BATENICH, pa3peIICHHBIX
110 MACHTH(PHUKAIMY U ayTEHTUDHUKALIIH

VIIJL.12

[Monneprxkka u coxpaHeHnue aTpruOyTOB 0€30IaCHOCTH (METOK
0€30MMacHOCTH ), CBSI3aHHBIX C HHPOpPMAIUEH B mpoiiecce ee
XpaHEHHS 1 00pabOTKH

V13

Peann3anus 3aliMIIEHHOrO yIaJI€HHOIO JOCTYIA CyObEKTOB
J0CTyIa K 00bEKTaM J10CTyIa Yepe3 BHEIIHUE
MHGOPMAIMOHHO-TEJICKOMMYHUKAIIMOHHBIEC CETH

VII/1.14

PernameHTanus 1 KOHTPOJIb UCIOJIb30BAHUS B
MH(POPMAIIMOHHOMN CUCTEME TEXHOJIOTHIA OECITPOBOIHOTO
J0cTyna

VIII15

PGI‘JIaMGHTaIII/Iﬂ N KOHTPOJIb UCITIOJIBb30BaHUS B
PIH(bOpMaL[I/IOHHOﬁ CHCTEME MOOMJIBHBIX TEXHUYECKHUX CpCaACTB

VIIL16

VYnpasieHne B3auMOJICHCTBUEM ¢ MHPOPMAIMOHHBIMA
crCTeMaMM CTOPOHHUX OpraHu3aluii (BHEIIHUE
nHGOPMALIMOHHBIE CUCTEMBI)

VIII.17

ObecnieueHne JOBEPEHHOM 3arpy3K1 CpeACTB BEIUUCIUTEIbHON
TEXHUKHU

II1. Orpannyenne nporpammuoii cpeasi (OIIC)

OIIC.1

VYmpasnenue 3amyckoM (oOparieHusM1) KOMIIOHEHTOB
MIPOrpaMMHOTO OOeCTeueHus, B TOM YHCIIE OIpeieTIeHHE
3alyCKaeMbIX KOMIIOHEHTOB, HACTPOKKa apaMeTpOB 3aIlycKa
KOMITOHEHTOB, KOHTPOJIb 32 3aITyCKOM KOMITIOHEHTOB
MPOrPaMMHOTO o0ecTeueHus

OIIC.2

VYnpapiieHue ycTaHOBKOM (MHCTAJIISIMEI) KOMIIOHEHTOB
IIPOrpaMMHOTI0 00ecrieueHusi, B TOM YHCIIE ONpeieieHue
KOMITOHEHTOB, MOJUIEkKAIINX YCTaHOBKE, HACTPOHKa
[1apaMeTPOB YCTAHOBKH KOMIIOHEHTOB, KOHTPOJIb 3a
YCTaHOBKOW KOMITOHEHTOB IIPOIPaMMHOT0 0becreyeHust

OIIC.3

VYcraHoBKa (MHCTAJUIALUS ) TOJIBKO Pa3pelieHHOro K
HCIOJIb30BAaHHUIO ITPOrPaMMHOT0 Oo0ecrieueHus U (UIn) ero
KOMIIOHEHTOB

OIIC 4

VYnpasiieHue BpeMEeHHbIMH (aiifiaMu, B TOM YKCIe 3amperT,
paspelieHue, IepeHanpaBiIeHUe 3alUCH, YaJICHUE BPEMEHHBIX
(aiinon

IV. 3ammTa MalIMHHBIX HOCHTEJIeH NepcoOHaNbHBIX AaHHbIX (3HU

3HN.1

VYyer MalIMHHBIX HOCUTEIEH MNEPCOHATIBHBIX TaHHBIX

3HN.2

praBHeHHe AOCTYIIOM K MalllIMHHBIM HOCUTECIAM
TMCPCOHAJIBHBIX JAHHBIX

3HU.3

KonTposb nepemenienrs MalllMHHBIX HOCUTEIEH
IIEPCOHAJIBHBIX JAHHBIX 32 IIPEIEIIbl KOHTPOIUPYEMOM 30HBI
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3HN.4

HckmroueHne BO3MOKHOCTH HCCaHKIIUOHHWPOBAHHOI'O
O3HAKOMIJICHHUA C COACPIKAHUCM MEPCOHAILHBIX JAaHHBIX,
XpaHAIIHUXCA Ha MAIIMHHBIX HOCUTEIIAX, U (I/IJ'H/I)
HCIIOJIb30BaHUS HOCUTEIICH NECPCOHANIBHBIX JAHHBIX B MHBIX
I/IH(bOpMaI_[I/IOHHBIX CHUCTEMAX

3HN.5

KoHuTponb ucnonb3oBanust HHTEPQEcoB BBOIa (BEIBOIA)
nH(OpPMAaLMK HA MAIIMHHBIE HOCUTEIHU MEPCOHAIbHBIX JaHHBIX

3HI.6

KonTtpons BBoJa (BbIBOAA) HHPOPMALIMU HA MAIIUHHBIE
HOCUTENH IIEPCOHAIBHBIX JAHHBIX

3HN.7

KOHTpOJ'IB IMOAKJIOYCHUS MallIMHHBIX HOCHUTEICH
ICPCOHAJIBHBIX JAHHBIX

3HN.8

YHUYTOXKECHHE (CTHPAHUE) WK 003 TMUMBAHUE TICPCOHATLHBIX
JAHHBIX Ha MAIIMHHBIX HOCHTEJISX MIPH UX TIepeaade MExKITy
10JIb30BATE/ISIMHU, B CTOPOHHUE OPraHU3alliu JJI1 PEMOHTA MU
YTWIA3AIMH, & TAK)KE KOHTPOJIb YHUUTOXKCHUS (CTHPAHUS) HITU
00e3THYrBaHN

V. Perucrpanus coobiTuii 6e3onacuoctu (PCh)

PCb.1

OmnpeneneHne cOOBITHI O€301TACHOCTH, TIOIICKAIIUX
pPEruCTpallvy, U CPOKOB UX XPaHEHUS

PCb.2

Omnpenenenue cocTaBa U CoAep KaHus HHPOPMALIUU O
COOBITHSIX 0€30MACHOCTH, TOJJICKALINX PErHCTPALUT

PCb.3

COop, 3anuck 1 xpaHeHue HHGOPMAIUU O COOBITUIX
0€30MMaCHOCTH B TCUCHHUE YCTAHOBICHHOT'O BPEMEHHU XPAHCHHUS

PCb.4

PearnpoBanue Ha cOOM IpU PErHCTPALUU COOBITHI
0€30MacHOCTH, B TOM YHCJIE alllapaTHbIE ¥ MPOTPaMMHEIE
omKnOkH, cOon B MeXxaHU3Max coopa HHPOpPMALIUU U
JOCTUKEHHE TIpejiesia UM MepenoiHeHusl 00bema (EMKOCTH)
aMsTH

PCb.5

MOHUTOPHHT (IIPOCMOTP, aHAIHU3) PE3YIbTATOB PETUCTPALIH
coOBITHH O€30MaCHOCTH U pearupoBaHue Ha HUX

PCb.6

I'enepupoBaHue BpEMEHHBIX METOK U (MJIM) CHHXPOHU3AIUS
CUCTEMHOI'0 BpEMEHH B HH()OPMALIMOHHON CUCTEME

PCB.7

3anmra nHGOpPMAaLUU O COOBITUSIX O€30MaCHOCTH

VI. AuTuBupycHas 3amura (AB3)

AB3.1

Peanuzanms aHTI/IBI/Ipy0H0ﬁ 3alllUThI

AB3.2

Oo6HoBNeHNe 0a3bl TaHHBIX MPU3HAKOB BPEJOHOCHBIX
KOMIIBIOTEPHBIX ITPOrpamMM (BUPYCOB)

VII. O6napy:xenne srop:xenuii (COB)

COB.1

OO6HapyXKeHne BTOPKCHHI

COB.2

OO6HoBIIeHHE 0a3bl PeLIAOIIUX TPABUI

VIII. KonTpoJb (aHAAM3) 3aIIUIIEHHOCTH MEPCOHAJBHBIX JaHHBIX (A

H3)

AH3.1

BrisBenue, aHanu3 ysi3BUMOCTeH HHPOPMAIIMOHHOM CUCTEMBI
Y OIIEPATHBHOE YCTPAHEHUE BHOBD BBISBJICHHBIX YA3BUMOCTEN

AH3.2

KoHTpob ycTaHOBKM OOHOBIIEHUH MPOTPaMMHOTO
oOecrieueHust, BKII04Yasi OOHOBJIEHHE ITPOTPaAMMHOTO
o0ecrniedeHus CPeICTB 3alTUThl HHGOPMAITUU
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AH3.3

KonTpoas paboTocnocoOHOCTH, TapaMeTPOB HACTPONKH U
MIPABIWIBHOCTH (PYHKIIMOHUPOBAHUS IPOTPAMMHOTO
o0ecrneueHus U CPeJCTB 3alIUTh HHPOpMAIUH

AH3.4

Kontposb cocTaBa TEXHUYECKUX CPEJICTB, TPOTPAMMHOTO
obecrieueHus U CPEACTB 3alUThl HHPOPMAIHH

AH3.5

KoHTposb npaBui reHepanuy U CMEHbI apojeit
I10JIB30BATENICH, 3aBEICHUS U YJAJIICHUS YYETHBIX 3aIIUCEH
I10JIb30BATENEH, peain3alyy IpaBul pa3srpaHUuEHuUs JOCTYIIA,
IIOJIHOMOUUI 110JIb30BaTeNei B MH(POPMALIMOHHOH cucTeMe

IX. O0ecneyenue neJIOCTHOCTH HH(POPMAIIMOHHON CHCTEMbI U NePCOHAIBLHBIX JaHHBIX (OLLJI)

OLJI.1

KoHTposib 11€10CTHOCTH MPOTPaMMHOI0 00€CTICUeHHUSI, BKITIOUast
IporpaMMHOe obecrieyeHue CPeACTB 3alUThl HHpOpMaLUK

+

+

OLJIL.2

KOHTpOJH) HCJIOCTHOCTH NCPCOHAJIbHBIX JaHHBIX,
COACPIKAIIUXCS B bazax JaHHBIX I/IH(i)OpMaLIPIOHHOI;'I CHCTCMbI

OLUL3

Ob6ecrieueHre BO3MOXHOCTH BOCCTAHOBJICHHSI IIPOTPAMMHOTO
obecrieueHus1, BKJIFOYas IPOrpaMMHOE 00ECIICUCHHUE CPE/ICTB
3amuUThl HGOPMAIIUH, TIPU BOZHUKHOBEHUHU HEIITATHBIX
CUTYaIUl

OoLJL.4

OOHapy)XeHHE U pearipoBaHNe Ha MOCTYIICHUE B
MH(GOPMALMOHHYIO CUCTEMY He3alpalluBaeMbIX 3JIEKTPOHHBIX
cooOmieHni (mucem, JOKYMEHTOB) U HHOM HH(OpMAINH, HE
OTHOCALIMXCS K (YHKLIMOHUPOBAHUIO UH(OPMAIIMOHHON
CUCTEMBI (3alluTa OT crama)

OLUL5

KonTtpons conepkanus uHpopMaluy, neperaBacMon 13
MH(OPMALIMOHHON CUCTEMBI (KOHTEHHEPHbIN, OCHOBAHHBIN Ha
CBOMCTBaxX 00BEKTA AOCTYIIA, U (MJIH) KOHTEHTHBIH,
OCHOBAHHBII Ha MOMCKE 3alpeneHHOH K rmepeade
MH(OpMaIIUU C UCIOJIB30BAHUEM CUTHATYP, MACOK M MHBIX
METOIOB), U UCKJIFOUEHHE HEMPAaBOMEPHOH Iepeiaun
uHpopManuu U3 HHPOPMAITMOHHON CUCTEMBI

OLUL6

OrpanuydeHue npas Mojib3oBareseil o BBoay HHpopMauu B
MH(POPMALIMOHHYIO CUCTEMY

OLJL7

KOHTpOHL TOYHOCTH, ITOJTHOTHI U IIPAaBHUJIbLHOCTU NJAaHHBIX,
BBOJHUMBIX B I/IH(I)OpMaI_[I/IOHHYIO CUCTCMY

OLJIL.8

KoHTponb ommbOoYHbIX AeMCTBHI MOJIB30BATENEH 110 BBOLY H
(wn) mepeaade MepCOHANBHBIX TAHHBIX U MPETyTPEKICHNE
M0JIb30BaTesei 00 OMMOOYHBIX AEHCTBUIX

X. Ob6ecneyeHue JOCTYNNHOCTH NMepCcOHANbHBIX J1aHHbIX (OAT)

OAT.1

Hcnons3oBaHue 0TKa30yCTOI‘/’I‘-II/IBBIX TCXHUYICCKHUX CPCACTB

OJIT.2

Pe3epBupoBaHye TEXHUUECKUX CPEACTB, TPOrPAMMHOTO
o0ecrieyeHus1, KaHaJIoB Mepeayu HH(popMaIum, CpeacTB
oOecneueHus QyHKIMOHUPOBAHUS HHPOPMAIIMOHHON CHUCTEMBI

OHT.3

KouTpoas 6e30Tka3Horo GyHKIIMOHUPOBAHUS TEXHUUYECKUX
CpEeICTB, OOHAapYyKEHUE U JIOKATU3aIUs OTKAa30B
(GYHKIIMOHUPOBAHHUS, IPUHITHE MEP 110 BOCCTAHOBJICHUIO
OTKa3aBUINX CPEJICTB U UX TECTUPOBAHHE

ONT.4

[lepuoanueckoe pe3epBHOE KOMMUPOBAHUE MTEPCOHATIBHBIX
JTAaHHBIX HA pe3epBHbIC MAIIMHHbBIE HOCUTENU ePCOHAIBHBIX
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JaHHBIX

OJT.5

ObecneueHre BO3MOYKHOCTH BOCCTAHOBIICHUS TIEPCOHABHBIX
JAHHBIX C PE3EPBHBIX MALIMHHBIX HOCUTENECH ePCOHATBHBIX
JAHHBIX (PE3EPBHBIX KOIMUI) B TEUEHUE YCTAHOBIEHHOTO
BPEMEHHOI'0 UHTEpBaJIa

XI. 3ammTa cpeasl Bupryaausanuu (3CB)

3CB.1

Wnentudukanys u ayreHTU(HUKALUS CyObEKTOB JOCTYIIA U
00BEKTOB IOCTYIIa B BUPTYyalIbHON HHPPACTPYKTYpPE, B TOM
quCclie aIMUHUCTPATOPOB YIPABIEHUS CPEACTBAMHU
BUPTYaJIM3aLUU

3CB.2

YrpaiieHue J0CTYIIOM CYOBEKTOB OCTyIa K O0BEKTaM
JI0CTyTa B BUPTYabHOM HH(PACTPYKType, B TOM YUCIIE BHYTPH
BUPTYAJIbHBIX MalllMH

3CB.3

Perucrpanus coObITHiI 6€301aCHOCTH B BUPTYaJIbHOM
UHPPACTPYKTYpE

3CB.4

VYnpasnenue (GuiabTpanus, MapupyTu3anus, KOHTPOIIb
COCIMHEHM S, OJTHOHAIIPABJICHHAS Tepeadya) MOTOKaMU
nH(MOpMAaLIUY MEXTy KOMIIOHEHTaMH BUPTYaJbHOM
HHOPACTPYKTYPHI, & TAKKE MO IIEPUMETPY BUPTYATLHON

UHOPACTPYKTYPHI

3CB.5

JloBepeHHas 3arpy3Ka CepBepOB BUPTyalIU3al[Mi, BUPTYaJIbHOU
MalluHbl (KOHTEHepa), CepBEepOB yIPaBICHUS
BUpTYyaJIM3alUeH

3CB.6

VYrpaBneHue nepemMenieHueM BUPTYadbHbIX MAILIUH
(KoHTEHHEPOB) U 00padaThIBAEMBIX HA HUX JIAHHBIX

3CB.7

KoHTpoJb 11€7I0CTHOCTH BUPTYaJIbHOW HHPPACTPYKTYPHI U €€
KOH(uUryparui

3CB.8

Pe3epBHOE KOMpOBaHNE JaHHBIX, PE3EPBUPOBAHUE
TEXHUYECKHUX CPEJICTB, IPOrPAaMMHOI0 00ecredeHus
BUPTYaJIbHOU HH(PPACTPYKTYPHI, @ TAK)KE KAHAJIOB CBSI3U
BHYTPH BUPTYQJIbHOW HHPPACTPYKTYPbI

3CB.9

Peanusanus u ynpasieHne aHTUBUPYCHOM 3aLIUTON B
BUPTYaJIbHOW UHPPACTPYKTYpE

3CB.10

Pa30Ouenue BupTyanbHON HHPPACTPYKTYPbl HA CETMEHTHI
(cerMeHTHUpOBaHME BUPTYaJIbHON MH(PPACTPYKTYPHI) IS
00pabOTKN NEepCOHANBHBIX JaHHBIX OT/IEIbHBIM MOJIB30BaTEIEM
U (WIM) Tpynnoi nojb3oBaTesei

XII. 3amura trexunyeckux cpeacrs (3TC)

3TC.1

3amuTa nHpOpMAaIUK, 00padbaTbiBaeMON TEXHUUECKUMHU
CPEJICTBaMH, OT €€ YTEUKH M0 TEXHUIECKUM KaHaJIaM

3TC.2

Opranu3zanys KOHTPOJIMPYEMOH 30HBI, B IPEeIax KOTOPO
MOCTOSIHHO pa3MeUIal0TCs CTalllOHAPHbIE TEXHUYECKHE
cpezacTBa, oopabaTsiBarolie HH(GOPMAIIHIO, U CPENICTBA
3a1uThl HH(GOPMALKH, a TAK)KE CPEJICTBA OOecTieueHus
(YHKIIMOHMPOBAHUS

3TC.3

KonTtpomns u ynpasinenue GpU3HIECKUM TOCTYIIOM K
TCXHUYCCKUM CPCACTBAM, CPCACTBAM 3alUTHI I/IH(I)OpMaLII/II/I,
cpencTBam obecriedeHus: QYHKIIMOHUPOBAHUS, & TAK)KE B
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IIOMELIECHUS U COOPYKEHUs, B KOTOPBIX OHU YCTAHOBJICHBI,
MCKJTIOYAIONINE HECAHKIIMOHUPOBAHHBIN (PU3UUECKUI TOCTYII K
cpeacTBaM 00paboTKU MH(OPMAIUH, CPEICTBAM 3AIUTHI
uHpopManuu 1 cpencTBaM odecrieuyeHust (PyHKIIMOHUPOBAHUS
MH(GOPMALIMOHHOM CUCTEMBI, B IOMEIIEHUS U COOPYKEHUs, B
KOTOPBIX OHH YCTAHOBJICHBI

3TC.4

Pa3mernienue yctpoiicTB BeiBoAA (0TOOpakeHus ) HHGOpMAITUH,
MCKITIOYAIONIee €€ HECAHKIIMOHUPOBAHHBIN POCMOTP

3TC.5

3ammTa OT BHEITHUX BO3JEHCTBUM (BO3ICUCTBUI OKpYyKaromen
Cpenbl, HeCTaOMIIBHOCTH 3JIEKTPOCHA0KEHUS,
KOHJMIIMOHUPOBAHHUS U MHBIX BHEIIHUX (PaKTOPOB)

XIII. 3amura

PIH(I)OpMﬁIIHOHHOﬁ CHUCTEMDI, €€ CPECACTB, CUCTEM CBSI3HU U IIEPeaaAIn

nannbix (3UC)

3UC.1

Paznenenue B nHGOpMAMOHHON cucTemMe QyHKIMNA 1O
yIpaBJIEHUIO (aAMUHUCTPUPOBAHHIO) HHPOPMALIMOHHOM
CUCTEMOH, YIIpaBJIEHUIO (aIMUHUCTPUPOBAHUIO) CUCTEMOM
3alIUThI IEPCOHATILHBIX JAaHHBIX, PyHKIUH 110 00paboTke
MEPCOHAIBHBIX JAHHBIX U UHBIX (DYHKIMIA HHPOPMALTMOHHOM
CHCTEMBbI

+

3UC.2

[IpenoTBpaleHue 3a1epKKHA U IPEPHIBAHUS BHIITOIHEHUS
IIPOLIECCOB C BBICOKUM IIPUOPUTETOM CO CTOPOHBI ITPOLIECCOB C
HU3KHUM [IPUOPHUTETOM

3UC.3

ObecnieueHue 3aUThI IEPCOHATBHBIX JAHHBIX OT PACKPBITHS,
Mo TUGUKAINH 1 HaBsI3bIBaHUS (BBOJA JIOXKHOM MH(MOpMAIIHH)
IpHU ee nepeaye (MOAroTOBKE K Iepeiaue) 1o KaHajam CBA3H,
VMMEIOIIMM BBIXOJ 32 IIPEIEIIbl KOHTPOIMPYEMOM 30HBI, B TOM
qucie OecrpoBOIHBIM KaHaJlaM CBSI3U

31UC.4

ObecrieueHre JOBEPEHHBIX KaHala, MaplIpyTa MEXTy
aJIMUHUCTPATOPOM, MOJIH30BATEIEM U CPEICTBAMHM 3aLUThI
nHpopmanuu (GyHKIUAMHU 0€30aCHOCTHU CPEJCTB 3aIIUThI
uHpopMalun)

3UC.5

3anpeT HECAaHKITMOHUPOBAHHOW YAAJICHHOW aKTUBAIUU
BUJICOKaMep, MUKPO(OHOB ¥ UHBIX MepU(PepUiHbIX YCTPOHCTB,
KOTOPBIE MOTYT aKTUBUPOBATHCS YJIAJICHHO, U OMTOBEILICHUE
M0JIb30BaTese 00 aKTUBALIMK TAKUX YCTPONCTB

3UC.6

[lepenaya ¥ KOHTPOJIb LIETOCTHOCTH aTPUOYTOB OE30MACHOCTH
(MeToK 0€30MacHOCTH), CB3aHHBIX C TIEPCOHAIBHBIMU
JaHHBIMU, IPU OOMEHE UMH C UHBIMU MH(OPMaLlMOHHBIMU
cHCTEMaMHt

3UC.7

KoHTposIb CAaHKIIMOHUPOBAHHOTO U UCKITFOYEHUE
HECaHKLMOHMPOBAHHOTO HUCITI0JIb30BAHUS TEXHOJIOTHH
MOOUIIBHOTO KOJIa, B TOM YHCJI€ PErUCTpalys COObITUH,
CBSI3aHHBIX C MCII0JIb30BAaHUEM TEXHOJOTHI MOOMIIBHOTO KOJIa,
VX aHAJIN3 U pearupoBaHUE Ha HAPYLIEHUs, CBA3aHHBIE C
MCIOJIb30BAHUEM TEXHOJIOTHII MOOMIIBHOTO KOJIa

3UC.8

KOHTpO/Ib CaHKIIMOHUPOBAHHOTO U UCKIIIOYEHHE
HECAaHKIIMOHUPOBAHHOTO UCIIOJIb30BAHNS TEXHOJIOTUM IIepeaadn
peuu, B TOM YHCJIe PETUCTPALHsI COOBITHH, CBA3aHHBIX C
HCIOJIb30BAHNEM TEXHOJIOTU NIEPENauy PEUH, UX aHAJIU3 U
pearupoBaHKe HA HAPYILECHMs], CBSI3AHHBIC C UCIIOJIB30BAHUEM
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TEXHOJIOTUH Mepeaauu peuu

3UC.9

KoHTpoJIb CaHKIIMOHUPOBAHHON U UCKIIIOUYECHHE
HECAHKIIMOHMPOBAHHOW Ilepeaun BUCOUH(pOpMaLUU, B TOM
YHCIIe PETUCTpAIHs COOBITUH, CBA3aHHBIX C NIEpeaayei
BUJICOMH(OPMALINY, UX aHAJIU3 U pearnpoBaHUE HA HAPYLICHMUS,
CBsI3aHHBIE C Nepeaayeii BuaeconHpopMaluu

31C.10

[TonTBepxaeHue MPOUCXOXKICHHS UCTOYHUKA HH(POPMAIIUH,
MOJTy4aeMOil B IPOLIECCEe OIMPEICTICHHUS CETEBBIX aJIPeCcOB TI0
CETEeBbIM UMEHAM WJIH OTIPEJICIICHUS] CETEBBIX HMEH T10 CETEBBIM
azpecam

3UC.11

O0ecnieueHne NOIIMHHOCTH CETEBBIX COETUHEHUH (CeaHCOB
B3aUMOJICHCTBHSI), B TOM YHCIIE IS 3aLIUTHI OT 1OJAMEHBI
CETEBBIX YCTPOMCTB U CEPBUCOB

3UC.12

HcknroyeHne BO3MOXKHOCTH OTPHULAHHA ITOJIB30BATCICM (1)aKTa
OTIIPAaBKH MCPCOHAIBbHBIX JAHHBIX JPYTOMY I1OJIB30BATCIIIO

3UC.13

HcknroyeHne BO3MOXKHOCTH OTPHULAHHA ITOJIB30BATCICM (1)aKTa
IMOJIYUCHHU A ITICPCOHAJIBHBIX TAHHBIX OT APYToro 1noJjb30BaTCiid

3UC.14

Hcnonbs3oBanue ycTpOWCTB TEPMUHAIBHOTO JOCTYIA JJIs
00pabOTKH EPCOHABLHBIX JTAHHBIX

3UC.15

3amuTa apXuBHBIX (aiiyioB, MapaMeTPOB HACTPOUKHU CPEICTB
3amUThl MHHOPMALIUY U IIPOTPAMMHOTO 00ECIICYCHHSI K MHBIX
JTaHHBIX, HE TIOJIISKAIINX U3MEHEHUIO B IIpoliecce 00padoTKu
MIEPCOHAJIBHBIX JIAHHBIX

3UC.16

BrisBenue, ananu3 u OJ10KHpOBaHUE B MHPOPMALIMOHHOM
CHCTEME CKPBITHIX KaHAJIOB Mepeaadu HHpopMauu B 00X0
pEeaIn30BAHHBIX MEP WU BHYTPH Pa3pEIICHHBIX CETEBBIX
IIPOTOKOJIOB

3UC.17

Paz6uenne nHPOPMALIMOHHON CHCTEMBbI HA CEIrMEHThI
(cermeHTHpOBaHUE UHPOPMAIIMOHHON CUCTEMBI) U
o0ecreyeHre 3alnThl IEPUMETPOB CETMEHTOB
MH(OPMALIMOHHON CUCTEMBbI

3UC.18

ObecrnieueHue 3arpy3Ku U UCIIOJIHEHUS TPOTPAMMHOI0
o0ecredyeHus C MallIMHHBIX HOCUTEJeH NepCOHAIbHBIX JaHHBIX,
AOCTYIIHBIX TOJIBKO JJISI YTCHUA, U KOHTPOJIb HECJIOCTHOCTHU
JAHHOTO MPOTPAMMHOTO 00ecreueHusI

3UC.19

W3omnsmus nporieccoB (BRIMOJIHEHWE IPOrpaMM) B BBIJIEJIIEHHOM
00JIaCTH MaMSITH

31C.20

3amuTa 6eclpOBOAHBIX COEAMHEHUN, TPUMEHSEMbIX B
MH(POPMAIIMOHHOH cHucTeMe

XIV. BoisiBjIecHHe HHIIUAECHTOB U pearupoBanue Ha Hux (MHII)

VHIL 1

Omnpenenenue aul, OTBETCTBEHHBIX 32 BBISIBICHUE UHIIUACHTOB
Y pearupoBaHUE HAa HUX

VHIL2

O6HaPY)KGHI/IC, I/I,E[GHTI/I(bI/IKaLII/IH U perucTpanmd HHOUIACHTOB

VHIL3

CBoeBpeMeHHOE HH(POPMUPOBAHHUE JIUI], OTBETCTBECHHBIX 32
BBISIBIICHUE UHIIMJICHTOB U PearupoBaHuE HA HUX, O
BO3HUKHOBEHHH MHIIHJICHTOB B MH(POPMAIIMOHHOMN CHCTEME
MOJIb30BATEISIMU U aIMUHUCTpATOpaMH

VHIL4

Ananus WHIUJACHTOB, B TOM YHCJIC OIIPCACICHNC UCTOYHHUKOB 1
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IIPUYUH BO3SHUKHOBCHHA HHIIUACHTOB, a4 TAKXKC OLICHKA UX

IIOCJICICTBHUI
MNHIL.5 [IpuHsiTHE MEp 1O YCTPAaHEHUIO MTOCIEACTBUI MHIIUJICHTOB + +
WHII.6 [InanupoBaHue U IPUHATHE MEP 110 IPEIOTBPALLCHUIO + +

IIOBTOPHOI'O BOBHUKHOBCHUS MHIIMACHTOB

XV. Ynpasiienue koHurypanueil HHPOPMALUMOHHON CHCTEMBbI U CHCTEMbI 3aLUTHI
NnepcoHANbHBIX JaHHBIX (YK®)

YKo®.1 Ornpenenenue JIUil, KOTOPbIM Pa3pelIeHbl IEUCTBUS 1O + + +
BHECEHUIO U3MEHEHH B KOH(PUTYpaLHi0 HHPOPMALMOHHOM
CHCTEMBI M CHCTEMBI 3allIUThI IEPCOHATBHBIX TAHHBIX

YK®.2 VYnpasienue H3MEHEHUSIMH KOHQUTYpaliii HHPOPMALMOHHOM + + | +
CHCTEMbI U CUCTEMBbI 3alllUThl IEPCOHAIBHBIX JIAHHBIX
YK®.3 AHanu3 NOTEHINAIBbHOTO BO3ICHCTBHS INIAHUPYEMBIX + + | +

W3MEHEHHI B KOH(UTypanuu HHOOPMAITMOHHOW CHCTEMBI U
CUCTEMBI 3alIUTHI TICPCOHAILHBIX JAHHBIX Ha 00eCTieueHre
3alUThI IEPCOHABHBIX JJAHHBIX U COTJIACOBAaHHE U3MCHCHUN B
KoH(pUTyparuu HHOOPMAIIMOHHONW CUCTEMBI C JIOJDKHOCTHBIM
JTUIIOM (pabOTHUKOM), OTBETCTBEHHBIM 3a OOECIIeueHNe
0€30MMaCHOCTH MTEPCOHATBHBIX TAHHBIX

YK®.4 JlokyMeHTupoBanue nHGopMaIuu (JaHHBIX) 00 U3MEHEHUIX B + + | +
KoH(puUTyparuu HHOOPMAIIMOHHOW CUCTEMBI U CHCTEMBI
3alUThI IEPCOHATBLHBIX JAHHBIX

"+" - Mepa no obecrieyeHHI0 0€30MaCHOCTH MEPCOHABHBIX JaHHBIX BKJIIOYEHA B 0a30BbIil HabOp
Mep /ISl COOTBETCTBYIOIIETO YPOBHSI 3alIUIIIEHHOCTH MTEPCOHAIBHBIX JaHHBIX.

Mepsl o obecrieueHn0 6€30MacHOCTH MEPCOHANBHBIX JaHHBIX, HE 0003HAYEHHBIE 3HAKOM '+,
MPUMEHSIOTCS] TIPU aJianTanuu 0a30BOro Habopa Mep M yTOYHEHHH aalTHPOBAHHOTO 0a3oBOro Habopa
Mep, a TaKkKe MpU pa3paboTKe KOMIICHCHUPYIOMIUX Mep IO 00eCTeYeHHI0 0e30MacHOCTH MEePCOHATBHBIX
JTAHHBIX.
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